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Abstract

also that the invocations to services are indepgnofethe
service location and the communication protocol

An Enterprise Service Bus (ESB) is a standardsase involved. This requires a service routing capapilithich
integration platform that combines messaging, web iS amongst the many capabilities of the EnterpBisevice

services, data transformation, and intelligent liagtin a

Bus (ESB) including communication, integration, sy

highly distributed environment. The ESB has beenand message processing [11]. An ESB is a standards-

adopted as a key component of SOA infrastructires.

based integration platform that combines messagwe,

SOA implementations with large number of users, Services, data transformation, and intelligentirguin a

services, or traffic, maintaining the
performance levels of applications integrated usangy

necessary highly distributed environment. An ESB enables S®A

supporting  services, messages and event-based

ESB presents a substantial challenge, both to theinteractionsin a heterogeneous environment.

architects who design the infrastructure as wellt@adT
professionals who are responsible for administnatitn
this paper, we develop a performance model foryaiag

The performance of an SOA-based application isnofte
critically important to a business. If the SOA ddés
perform well, then the applications that leverage t

and predicting the runtime performance of service composition capability of SOA have limited benefin.
applications composed on a COTS ESB platform. OurSOAs, service applications can be considered as a
approach utilizes benchmarking techniques to measur Composition of individual services. Each individual
primitive performance overheads of service routing Service exposed is implemented by component hasted

activities in the ESB. The performance charactegsof
the ESB and services running on the ESB are modieled
a queuing network, which facilitates the performanc
prediction of service oriented applications. Thisdul is
validated by an example ESB based service appicati
modeled from real world loan broking business
application.

1. Introduction

some node in the distributed environment. It carséen
that the SOA performance problem falls into two dato
categories: ensuring sufficient performance of ilial
services as well as of the composite services [6].
Individual services provide service interfaces that
encapsulate existing systems, ensuring their pegoce
necessitates managing the performance of
components, applications, and systems that liedibribe
services abstraction. Well-established capacitypiey
methods, techniques and tools can be leveragednage

the

Service Oriented Architecture (SOA) is a technology o performance of individual services, such agjitug

as well as a paradigm of designing a software syste
provide services to either end-user application® ather
services distributed in a network. SOA raises thell of
abstraction by masking the complexity of underlying
technology implementations while presenting complesa
services to users. A well constructed, standardeda
SOA can empower a business environment with atflexi
infrastructure and processing environment.

In SOA, a service encapsulates reusable busines%osmy coupled way by

functionalities with  platform-independent interface

contracts. A service can be dynamically located and
invoked. The communication between services can be

simply point-to-point, and also multi-point to migpioint
in a complex SOA. This means not only that the iserv
interfaces be specified according to SOA principlast

which

based instrumentation [3], or simulating the load o
service interfaces by load testing in a similar way
simulating traditional web application performaifitg
Dealing with the performance of services integrdigd
ESBs falls into the second category of SOA perfaortea
issues, and it is far more complex than atomicisesv
Services registered to an ESB can be uniquely iftkht
by their endpoints. An ESB composes services in a
routing and transforming
messages among services with different protocaseS
services expect high volumes of traffic from a sfec
consuming application, while others expect highsegu
implies that a service is used by different



consumers. This makes the workload characterizaifon A gateway (also called a proxy in some ESB
composite services complicated. implementations) can be configured with a routiigle to
Moreover, although ESBs mask the complexities of route a request to the appropriate business serVioe
composing applications and services, they alsmdiire routing table entry defines a set of actions, idirlg
performance overheads incurred by message brokeringouting to a service, call out a service, composing
and transformation between heterogeneous servicgs a messages with input parameters for invoking sesyice
applications. Therefore, analyzing and predictifge t transforming output parameters to response messages
performance of ESB-based applications requires tieth  validating the message content. At runtime the ingut
understanding of atomic services and the performanc table guides the message flow. Each action is egdduy
characteristics of ESBs. One challenging issueh& t checking the predefined expression with variables,
these performance characteristics of ESBs are tmard operators and variable values associated with &nonac
measure by instrumentation or monitoring due to the The gateway also marshals a request from the messag
nature of highly distributed architecture in SOAhIS bus to the service.
necessitates a systematic approach that facilitates Legacy application Web service XSLT transformation
estimating performance characteristics of ESBs and
analyzing the performance relationship betweenB88
and the services it composes.

In this paper we present a combined performance Satenay et )
modeling and benchmark approach to address theeabov
problems. A queueing network performance model is Service Management
devised to represent the performance critical ESB (monitoring, SLA alterts, reporting etc)
infrastructure components and the services runoimthe Message Brokering Configuration
ESB. The performance characteristics of these ESB| [ (contentbased routing error handing efe ~ _"ameron
components are estimated by benchmarking results. Service Bus Security validation, resource
The structure Of thIS paper iS as f0||OWS. Secﬂbn (authentication, authorization, message security, €| cache,etc)
introduces a conceptual architecture of an ESB thed Messaging/Protocols

key components involved in this architecture. The
performance modeling issues are identified at the
architecture level. Section 3 presents an ESB-based
application modeled from a real world loan procegsi
application. Section 4 describes our modeling-based Figure 2 shows an example using content-basechguti
approach to analyzing and predicting the perforreasic ~ to connect an application to two services depending
the loan application. Section 6 discusses theaelaiork. some condition configured in the routing table
This paper concludes at section 7. encapsulated iRouteNodelThis routing configuration is
attached to the ESB gatewdaypanGatewayl An ESB
implementation normally provides comprehensive

. services and utilities such as service monitoniegprtin
In order to model the performance of an ESB, wa& fir gorting

. nd message security. Details of these servicesbean
need to understand the architecture of the ESB an 2 : .
identify key components of the ESB that have altic C?ound from individual ESB implementations [12][13].

performance impact.
The capabilies of an ESB are implemented by

(HTTP, SOAP, JMS, MQ, SMTP, FTP, etc)
ESB /

Figure 1 High level ESB architecture

2. Understanding the ESB architecture

middleware technologies such as web services, messa
broking, security management and so on. Despite the

diversities in ESB implementation, there are common ESB
components in the architecture of an ESB. An abttra % A
architecture of an ESB is illustrated in Figure 1. RouteModel enice

The core functionality of an ESB is supporting
disparate applications and services to communigsitey
different protocols as shown in the protocol stafk  Figure 2 Example of ESB content-based routing
Figure 1. The ESB message brokering provides conten  gased on the above understanding, we can seehthat t
based routing for dispatching a request message &e  ong-to-end responsiveness of a service requeshdse

service to another service or application registene the  {he performance characteristics of the ESB rousing the
ESB. A service or application is connected to tbwvise destination services. As we discussed in sectiothd,

bus through an ESB ‘gateway’. performance characteristics of individual servicas be




obtained as they are atomic services. If thesecgnare
also composed then the activity of obtaining their
performance characteristics becomes recursive.

The performance characteristics of an ESB are mainl
determined by its capacity for content-based rgutind
message transformation. Extra ESB infrastructure
functions such as message flow monitoring and ngessa
security management can also incur additional aasth
In this paper, we focus on the performance overhwad
ESB routing and transformation. This can simplife t
performance analysis approach and establish a lingse-
model, which can be further extended to incorponadee
complex ESB features such as monitoring and sgcurit
management.
modeling-based approach that maps the ESB aralniéect
to an analytical model that is solved to analyze @redict
the performance of the ESB-based
application.

3. Areal world example of ESB-based loan
application
In this paper, we use an ESB integrated application
modeled from a real world loan processing applicatis
an example to illustrate our modeling approach. We
consider this loan application because its scesagi®
representative. They illustrate the basic requirgméor

SOA design and integration technologies such as Web

Services and ESB. The architecture design is disclim
detail in [7] (see chapter 9). Different versiorigte loan
application were implemented on several ESB platfor
including Mule [12] and BEA Aqualogic Service Bus
(ASB) [13]. Therefore, analyzing the performancetto$
loan application can help us to identify researstués
involved in performance modeling of ESB-based
applications, and show insight in to their solusion

In this paper we use the COTS BEA ASB
implementation of the loan application. The basisibess
logic is that a primary mortgage company uses BESBA
to route loan applications to appropriate busisessices.

It includes three scenarios shown in Figure 3:

1. The messages for every loan application through the

BEA ASB are validated I§ganValidation). If the

application is:

- Incomplete, it is written to an error directory and
an error message is returned to the client.
Complete, it is routed to an appropriate business
service for review.

Approved, the service returns a message
indicating whether the loan is accepted or
rejected.

An application containing a request for a rate less

than 5% requires management approval and is routed

to an appropriate business servieceafiagerLoan-

In the rest of this paper, we propose a

loan processing

ReviewServicg for processing. All other loan
applications are routed to another business service
(NormalLoan) for processing.

Loan applications with a principal request of geeat
than US$ 25 million are candidates for sale to a
secondary loan company. The applicant's creditgati
information is retrieved by making a callout to &bV
Service CreditRatingService). The credit rating
information is added to the loan application, tiies
application is forwarded to the secondary mortgage
company Web Service to be processed
(LoanSaleProcessor  Loan applications with a
principal request equal to or less than US$ 25anill
are routed to thélormalLoan business service for
processing.

loan.rate<5%

response format

Header label

> Response body
by

Loan
Review Service

validation error response

request

Loan Validation

loan.amount>$25M

Loan Sale
Processor
Service

—

invoked
business
service

Footer label

Figure 3 Scenarios of load application

Credit Rating
Service

Normal Loan
Processor
Service

default

In the ASB’s implementation of this applicationcha
scenario has a gateway in the ESB (called a premyice

in BEA ASB) for routing the loan request accorditug
different conditions. The interactions between tban
application, business services and proxy services a
shown in the sequence diagram of Figure 4.

For performance testing, the loan application
deployed on three workstations: one for the clieain
application; one for the ASB server and one foitingsall
the business services. These three workstations are
identical with Dual Intel Xeon 3.00GHz CPUs andhwit
3G RAM, running Windows XP.

is

4. Performance modeling approach
The overall performance modeling approach follows
the general capacity planning process [1]. Thituohes:
Mapping the application components or services at
the software architecture level to analytical model

elements
Characterizing the workload pattern for the
individual components as input for the

performance model

Calibrating the performance model by populating
the parameter values

Validating the performance model and predicting
the performance



We describe our modeling approach by illustrating ESB. This approach is general and hence can béedppl
each step in the context of the loan applicatiangighe to other ESB-based applications.

Figure 4 Interactions of the load application
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Figure 5 Queueing network model of the loan applidion



4.1  The performance model

In the interaction diagram of the loan applicat{see
Figure 4), there are three proxy services for esaeimario,
and five business services, namelganValidation
managelLoanReview normalLoan creditRating and
loanSaleProcessNote that the validation of messages is
simple and executed by a proxy service without any
business service involved in this scenario. Thesxyp
and business services form a queuing network as
illustrated in Figure 5.

In this model each service is mapped to a load-

server

NS

independent resource (represented by a queuearoiati B queue server
Figure 5) that serves arriving requests in the ydical - ﬂ Bﬂ,[ﬂ:ﬂ]g
gueuing network model. The assumption that eachcger S

is load-independent simplifies the modeling comitjeas (b)

well as reduces the effort of collecting parametdues to Figure 6 Closed vs open system

represent the load-dependent behavior of a servVics.

assumption is later validated by the accuracy & th By the nature of the loan application, the requests
modeling results in this section arrive at the ASB independently of job completioasd

The connections between proxy services and businesd'® czn con5|de(; rrod((ejllngnge syshtem as an ppenlmode
services can be of different types of networks,hsas In order to model and validate the system in annope

dedicated network channels, Ethernet, or WAN. Tloare model,_we need to generate wor_kload in the openefod
be firewalls and also load balancing proxies imstal ~accordingly. However, most available and populabwe

along the requests invocation paths of businessicest based workload generators assume a closed systele mo

The service delay introduced by network protocatd a When generating workload, including TPC-W, RUBIs,
software can be represented by a system level nfedel Microsoft Web Application Stress Tool, WESBtong,
Chapter 8 in [10]) and combined into the perforneanc SPECJ2EE and many others [1]. For these toolsyea fi

model in Figure 5 by applying component level modg! number of concurrent clieqts are specified and estpu
methods (see Chapter 9 in [10]). Details of modglin &€ generated from each client. A new requestssédier

network protocols and software are out of the soope the previous invocation completes with a configlgab
this paper. time interval between two consecutive requests.

This issue hence raises the engineering problem of
how to model an open system with only workload
generators available for closed systems. Of cownge,
can implement a workload generator that genergtes o
workload with a certain distribution of the job iaal
rate. However, this requires extra software devalemt
effort and it is non-trivial to have a fully fledde
workload generator with functions for collecting tmes.

Our solution to this problem applies closed andnope
models in two stages. At the stage of performance
modeling and validating, we use the available daose
system workload generator and model the system as a
closed model under a workload represented as the
number of requests. Using this closed model, we can
validate the assumption made on the type of ressurc
and the accuracy of input parameter values estinate
Then at the stage of predicting performance, wéaoep
the model as an open one with the workload predeage
arrival rates. In this open model, the type of veses and
the parameter values remain the same as they dhein
closed model.

4.2 Workload characterization

The overall throughput of an ESB depends on the
workload imposed to it. The ASB platform is shated
the three scenarios in this load application, deif tuisage
patterns of the ESB are different from each other a
discussed in section 3. Overall four classes ofkisad
are identified based on the message flow branclzsely
loan validation (VAL), manager loan review (MLR3rge
loan (LL) and normal loan (NL).

In the queuing network model, the mode that wortloa
arrives at the system determines if the systemodeted
as a closed or an open model. For a closed model, n
job/request arrivals are only triggered by job ctetipns
(followed by think time), as in Figure 6 (a). Byrtoast in
an open model, new jobs/requests arrive indepelydeint
job completions, as in Figure 6 (b). Schroeder let a
demonstrated that closed and open system modéts yie
significantly different results, even when both ralsdare
run with the same workload and service demands [1].
This means determining the type of the model asetlo
or open is critical to the accuracy of the perfonce
modelling results.



4.3  Model calibration the service demands of the rest of the proxy sesvas
The performance model in Figure 5 is solved usirg t  shown in Table 1.

mean value analysis algorithm for multi-class cibse | Service name Service | Service
systems [10](see chapter 9). One of the key inplithis type demand (ms)
algorithm is the service demand of each resourcén | LoanGatewayl Proxy 2.76
queuing network model. In this case a resourcequreaie LoanGateway?2 Proxy 3.39

in the queueing network model represents eitheroayp LoanGateway3 Proxy 6.66

service or a business service. Therefore the servi¢ managerLoanReview | Business | 118.31
dem_and is the time spent on processing a requetieby (MLR)
service. loanValidation (VAL) | Business | 79.14

The service demand of a business service can W& ormallLoan (NL) Business 121.22
measured individually by the end-to-end delay of & |;ansSaleProcessor Business 176.52
request. However, proxy services can not be medsore (including credit rating
this way, as a proxy service is embedded in the AB®Bit service) (LS)
is only executed when routing is triggered. It isoanot
practical to instrument the ASB, as this would effe Table 1 The service demand of the loan application
actual performance.

The solution for estimating the service demand of
proxy services is described as follows. We can oreas
the end-to-end delay of a message flow betweeiTitne
of The First Bit (TTFB) of the request sent and Thime
of The Last Bit of (TTLB) of the response received,
which ist = TTFB - TTLB One message flow can consist
of several proxy and business services. The meskage
can be manipulated by changing the request input
parameters to trigger different branches of thetimgu
condition or by changing the routing table itself.

4.4  Validation and prediction

The performance model is populated and solved based
on the service demands shown in Table 1. The mddele
performance data is then compared to the measesetts
from the Microsoft Web Stress Tool. The error of
performance modeling is shown in Table 2. We vatida
the model with different workloads by setting thenber
of clients (we only show 100 and 50 clients duehe
space limitations) and transaction mix as indicatethe
table. The errors of performance modeling are wifttho
We estimate the service demand of a proxy serwce b With the majority OT the errors within .5%' The ritsu .

validate the mapping between services and queuing

solving linear equations combining a set of delay s
measurements of different message flow branches. Annetwork model elements, and the estimation of the

example is shown in Figure 7 for estimating theviser parameter values.

demand of proxy service LoanGatewayl and Throughput VAL MLR ILL NL
LoanGateway3 (requests/s) (18%) (28%)((18%) |(36%)
{ Tos+ Tar+ttmr =t (1) o = |Modeled 12.64 8.45| 5.66 | 8.2%
Tes+twr =1 2 2 Measured 12.44 8.23 5.58 | 8.0p
Error (%) 1.60 2.70 1.55 [3.12
: 2 T— 1:;::\?*:::*&'1 _______ ; oua Modeled 12.63 8.45| 5.66 8.24
H [0
L \ ~ | RESPONSE|= Measured 11.91 8.54 5.75 8.66
e m( : M( : ! Error (%) 6.08 1.04 1.56 W4.75
Tea TGl Mt kot Throughput VAL MLR |LL NL
t (requests/s)  |(18%) (18%)|(54%) |(9%)
o = |Modeled 13.13 8.67| 576 | 9
%C’ Measured 12.44 8.23] 5.58| 8.4p
Error (%) 5.56 5.33 [3.30 [5.63
Table 2 Error of performance modeling
) . t_2 Predicting the performance involves solving the
Figure 7 Estimating the service demand of proxy

performance model as an open system with the wadklo
characterized as the request arrival rate. Fosauree in

The time {, t, and t,r are measured using the an open system, which represents the proxy or essin
Microsoft Web Application Stress Tool. Metrics inding service in this loan application, if the arrivatea@xceeds
the overall throughput, the total number of hit§FB and the service rate of the resource, then the resoisce
TTLB are collected by this tool. Similarly we cabtain saturated and response time and requests queuedsec
significantly.

services



Using the model, we can analyze and predict the ESBs have more advanced features to facilitate the
maximum arrival rate that a service can handle reefo integration of services, such as message security
degrades performance. For example, we can chamrge thmanagement. We envision our approach can be extende
transaction mix by the ratio of service invoked. To to model the performance of ESB-based systems with
illustrate this, we configured the workload witlghiusage  security management enabled.
of the normalLoan and managerLoanRevievservices Figure 9 shows an abstract security model in an.ESB
respectively. We scale the arrival rate from 1 esfjper Similar to Web Service security management, secuofit
second to 25 requests per second and the predicteESB messages can be controlled at different levels:
response time of each class of request is showigire transport level message encryption, and messagd lev
8. Given the software and hardware capacity, Figre authentication and authorization. The key issue in
shows 20 requests per second reaches the maximumerformance modeling is to identify the critical
arrival rates thanormalLoan and managerLoanReview components involved in enabling this feature. We see
can handle. This result can provide administratdgts a from the abstract security model in Figure 9 theixp

quantitative guide for throttling requests when #ngval services are responsible for invoking authenticator
rate of requests exceeds this level. authorization providers and CAs to obtain the nemgs
security tokens. One solution is to calibrate tbevise
4500 demand of the proxy services in the baseline moties.
4000 extra delay occurred by security management are
g 3500 | augmented to the service demand of the proxy =svic
g 2000 | This value can be obtained by benchmark measurement
2 —— VAL . .
E oo . MR Alternatively, the security management can bg abteq
© and modeled as another resource and combined hth t
£ 2000+ L baseline model. Accordingly, the delay of the sigur
g 1500 N management serves as the service demand of thiy new
2 1000 | introduced resource. It remains our future work to
[} .
T gy evaluate and compare the accuracy of these twolingde
o ;._;v,‘_'.‘——/-/’".  —r S solutions.
0 5 10 5 20 25
arrival rate (requests/second) Client
?
[username=pat )
7000
) 6000 access?
2 —e— VAL
% 4000 4 —8—MR Sen CA
g 2000 | LL ervice
g 2000 | N Figure 9 Abstract Security Model in ESB
o
@ 1000 | 6. Related Work
I P . ¥ Performance of SOAs is mainly studied as Web
o 5 0 15 0 2 Service performance, as a web service is one okélye
] enabling technologies of SOA. Menasce discussed the
artival rate (requests/second) QoS issues in Web Services [6] and presented how a
systematic capacity planning process can be apptied
. . Web Services [10]. [3] applied layered queuing meks
Figure 8 Performance predicted for the open system to a web service-based health software architec@uteer
. . . . work focuses on the performance evaluation andysisal
5. Discussions on potential extensions of the SOAP protocol in Web Services [4][6][7][8[0

So far we have described our performance modelingihe pest of our knowledge, there hasn't been worledn

approach for ESBs, which focuses on performance mgdeling the performance of ESB-based applications.
characteristics of routing messages to differentises. A

baseline performance model is derived from thiskwor



7. Conclusion
The loan application demonstrates the core featfres

an ESB, including content-based routing and message

transformation. The performance model developeth$or
a baseline model and it remains our future workxiend
this model to analyze other features of an ESB siscthe
security management.

This case study focuses on the performance modeling

method instead of doing performance evaluationhef t
ESB with stress testing. Therefore, the workloagdsed

is synthetic. For a real world application, the kioad
characterization approach described in sectiorcdrbe
applied. Obtaining the parameter values to solve th
model requires the measurement of the delay indurye
individual ESB infrastructure gateway/proxy servitéis
can be achieved using performance testing tooldiaedr
regression.

One contribution of this paper is that it combilesh
closed system and open system analysis methodeat th
model validation and prediction stage. Simplified
assumptions have been made to reduce the engigeerin
effort for performance measurements. These assongoti
are validated by empirical results, otherwise imappate
assumptions need to be revised and revalidated case
study using a loan application validates our apgmcand
shows that it is practical for COTS ESBs. The eiqrere
gained from this work provides us with insightful
understanding of performance analysis issues iegbla
ESB enable applications.

In the future, this approach will be further valiei to
different ESB implementations and applicationsgraged
through different communication protocols by ESBs .
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